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Supercloud Workshop

SUPERCLOUD WORKSHOB ha n QmT
Colocated with EuroSys 2017

General Information

The SUPERCLOUD Consortium organizedorishop on Security and Dependability of Mulbomain
Infrastructures (XDOMO 2017)he workshop took place on Sundag® of April 2017and wasco-located with
the EuroSys 201Tonference iBelgrade/Serbia

The workshop was very successful, ran smoothly, and raised mtargsting discussionsThe topics of the
workshop related to systertevel control challenges, abstractions, and mechanisms for secure and resili
computation and networking on mutiomain infrastructures.

Session 1 focused anb S i ¢ 2 NJ . TheSptddrhih als@ féaturedlaynote from Clémentine Maurigdrom
the Secure Systems Group at the Graz University of Technology, in Austria. She gave an exciting and in
talk on sidechannel attacks in virtualized environments and isolation threats such aslsagmels across cores,
or across CPUs. Afterwar@gssion 2lealt with the subject 06Systems Security The XDOMO workshop finally
featuredfour posters in the workshops poster sessiam the evening that raised many interesting discussion
with workshops and conference attendees, SUPERCLOUD being represented with one poster on the
virtualization system.

- OVERVIEW

Multi-domain infrastructures .are rapidly growing  as
“the" broad class of architecture:for largeale distrib-
uted ‘systems ‘that are softwardefined, virtualize re-
‘ sources, and blend multiple clouds and networks. Acu
, security and dependabilitychallenges, such as prevent-
XDOMO 2017 - ing insider attacks, or-avoiding wid#a single_points of
. failure, reguire- navel approaches, both to system arch
International tecture and to.security and resilience mechanism implg
Workshop on mentation, to restore a high-level of.control over infra:
Security and . structure layers and’across domains, and to overco
Dependability of mfrastructure heterogenelty and compIeX|ty
Multi-Domain : :
Infrastructures The aim of- the workshop Was'. to brlng togethe
‘researchers. and practitionerdtom. Security - and de-
pendability - Communities in virtualization @lystems -
, storage and networklng, to .discuss current trends-and
- challenges and propose novel systégmel solutions for |
the design, lmplementatlon and deployment of Securs
and- resment mulHdomaln mfrastructures
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Technical Takeaways

Among technical takeaways, it seems there are still a lot of challenges ahead for full control edlomatn
infrastructures to lift security and availability barriers.

policy-based management are keys for control and security automation; and (5) the control system must
resilient to attacks.

Notably: (1) the virtualization infrastructure design should be the starting point, such as the network hypen
and embedding to bridge virtual and physical worlds; (2) isolation remains a major challenge, e.g., for
centric, hardwarebased isolation (e.g., Trustzone), or in terms of new frontiers in-cid@nel attacks and
mitigation; (3) much remains to explore on the impact of mtéhancy, e.g., for DDoS mitigation; (4) policies an

Accepted Papers

5 papers were accepted out of 10 submissions, yielding a 50 % acceptance rate. The program-hsaiangeli
with 2 papers accepted from SUPERCLOUD, respectively on the Sirius secure and dependable network

the project, notably from the US and Australia, or from other Europeans project such as H2020 SERECA:

Himal Kumar (UNSW, Australia), Anu Mercian (HeviAattkard Enterprise, US), Sujata Banerjee (VMware,
Craig Russell (CSIRO Data 61, Australia), and Vijay Sivaraman (UNSW, Australia).

Fernando M. V. Ramos (LaSIGE, Faculdade de Ciencias, Universidade de Lisboa, Portugal).
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X G ¢ NI LIJAY { SOdzNB / 2 Y LI NStefars Brender (FU/Braiirischweig)PDatid Goltzschig
Braunschweig), and Rudiger Kapitza (TU Braunschweig).

Published papers are available in the ACM Digital Library at thihtiiRLdl.acm.org/citation.cfm?id=3071064

tion system (FFCUL) and on Stia¥ded network attack mitigation (IMT). 3 papers were also came from outs
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Workshop Programme

08.30¢ 09.00 Registration
09.00¢ 09.10 Opening and Welcome
09.10¢ 10.30 Session 1: Network Security
10.30¢ 11.00 Coffee Break
11.00¢ 12.00 Keynote: Microarchitectural Attacks in the Cloud
12.00¢ 12.20 Session 2: Systems Security
12.20¢ 12.30 Closing
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